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Policy

IT and Communications

The Company reserves the right to access and monitor the use of all Company owned digital devices,
including monitoring internet, telephone and email use. The Company also monitors access to its
networks via private devices.

You must take the appropriate steps to guard against unauthorised access to, alteration, accidental
loss, disclosure or destruction of data.

Under no circumstances should you divulge your password to anyone else nor should you gain access
or attempt to gain access to information stored electronically which is beyond the scope of your
authorised access level.

You are responsible for any activity which occurs within your accounts.

Failure to comply with any aspect of this procedure may result in a disciplinary warning or dismissal,
depending on the circumstances.

Personal use of computer and telephone systems is not permitted. Personal telephone calls may be
accepted in exceptional circumstances with the agreement of your Manager.

Storage of personal files, images, software, or Apps on the Company network or devices is not
permitted.

You must not use the Company internet connections or devices to access content that is illegal,
pornographic, or supports hate and/or discrimination.

You must not send communications via any Company or personal device that could be deemed to be
offensive.

The use of any device to photograph or film fellow employees, customers, clients, visitors, or any
member of the public without their consent may breach an individual’s right to privacy and could in
certain circumstances constitute harassment.

This policy should be read in conjunction with all other Company policies and rules, including policies
on equality and positive work environment.

As with other written communication, email is a legally binding method of communication. Other
forms of communication via the internet may also be legally binding. All forms of communication
whether verbal or written represent the Company and should therefore meet the standard and style
expected of all communications.

Because of potential virus infection and consequent damage to the business, you must not download
or load any software into any computer via any source, including memory sticks, flash drives, pen
drives, any portable memory devices, or mobile phones without the prior approval of management.
Approval will only be given after virus checking.

Downloading free software or Apps is permitted where there is a valid business reason and the
software or App is considered to be from a reputable source.

You must not make pirate copies of Company owned software for use by other persons either inside
or outside the Company. This not only breaks Company rules, it is an illegal Company.

Company devices may contain tracking facilities. The Company may use these as follows:

e for the prevention and detection of theft of devices;
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e to protect the health and safety of our employees;
e as a method of checking the accuracy of Company records, such as timesheets.

You must not tamper with any tracking facility or device. Tampering with tracking may lead to action
under the Disciplinary Procedure up to and including summary dismissal.

Personally Issued Computer and Mobile Electronic Devices

The Company will provide you with the necessary items of equipment to aid you in carrying out your
working duties.

Where a device has been issued, it is for business use only, and at all times will remain the property
of the Company. A device is provided primarily to enable you to do your job. It is your responsibility
therefore to ensure that the device is kept charged and switched on while you are working.

If you have been issued with a mobile phone or other device, you are responsible for the
safekeeping and condition of the device at all times. You will be responsible for any cost of repair or
replacement other than fair wear and tear. The Company will arrange for any repair or replacement.
In the event that the device is lost or stolen the Company must be notified immediately in order to
cancel the number. You agree that upon termination of your employment should you not return
your device, or should your device be returned in an unsatisfactory condition, the cost of
replacement or a proportionate amount of this, as decided by the Company, will be deducted from
any final monies owing to you, or you will otherwise reimburse the Company.

Where you have been issued with a mobile phone or device with internet access, you should where
possible connect to a secure and free Wi-Fi network in order to access the internet.

Personal Mobiles

You are permitted reasonable use of your personal mobile phone providing this does not interfere
with the performance of your duties or cause any disruption to others.

You are not permitted under any circumstances to use your phone for the taking, recording, or
sharing of images.

You must not use mobile phones whilst undertaking any task where safety is a consideration and the
use of the phone might interfere with the level of concentration required to undertake the task
safely.

Monitoring of Personal Communications

As stated above, the Company may monitor, intercept or record all communications received or
made via the Company's telephone system or any other system including email and internet usage.
If you wish to make a call that cannot be monitored you should discuss this with your Manager.
Monitoring may be conducted by any member of management but will be for work-related purposes
only. This makes up part of your contractual terms and conditions.
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